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Preface 
The Allegheny County Department of Emergency Services (ACES), Division of Emergency management 
(EMA) Multi-Year Training and Exercise Plan (MYTEP) is the roadmap to accomplish the organizational 
priorities including the development and maintenance of the overall preparedness capabilities required 
to facilitate effective response to all hazards faced by Allegheny County.  This organization is pursuing a 
coordinated preparedness strategy that combines enhanced planning, resource acquisition, innovative 
training and realistic exercises to strengthen its emergency preparedness and response capabilities.  The 
training and exercises play a crucial role in providing the organization with a means of attaining, 
practicing, validating and improving its high-priority capabilities. 
 
The MYTEP covers a three-year period beginning in 2020 through 2022.  This plan outlines broad training 
and exercise goals that may be refined as funding and staffing resources allow.  It sets priorities for the 
Allegheny County and its municipal-level partners for training and exercise, as well as informs our 
regional partners to affect a better exchange of information and shared competencies. 

Disclaimer 
 
Information contained in this document is presented for general educational and information purposes 
to increase overall safety awareness and is subject to change.  The contents contained therein are a 
direction and not strict policy.  The course schedule is a guideline and represents our best estimate of 
dates and types of training  
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Executive Summary 
 
The Allegheny County Department of Emergency Services (ACES), Division of Emergency Management has 
developed this Multi-Year Training and Exercise Plan (TEP) that encompasses the calendar years of 2020 
through 2022 to guide the emergency management related training within the County of Allegheny.  It is 
the roadmap to accomplish the organizational priorities including the development and maintenance of 
the overall preparedness capabilities required to facilitate effective response to all hazards faced by 
Allegheny County.  ACES is pursuing a coordinated preparedness strategy that combines enhanced 
planning, resource acquisition, innovative training, and realistic exercises to strengthen its emergency 
preparedness and response capabilities. The training and exercises play a crucial role in providing the 
organization with a means of attaining, practicing, validating and improving its high-priority capabilities.  

This document is a framework for measures taken to train upon and test the Allegheny County Emergency 
Operations Plan (EOP) and build the resilience of the public and private sector partners in emergency and 
disaster management.  Utilizing the trainings and exercises outlined in this Plan, Allegheny County 
stakeholders will gain a better sense of preparedness to respond and recover after an emergency or 
disaster. 

ACES will use the information outlined in this TEP, to pursue a coordinated strategy to strengthen training 
priorities. The first step in this strategy is recognizing specific areas for improvement to focus future 
trainings and exercises, which was accomplished during a review of After Action Reports and other 
supporting documentation.  Training and exercise opportunities are proposed and scheduled for the years 
2020-2022 to support those areas identified as priorities.  The purpose of specific trainings to support 
proposed exercises, is to ensure the strengthening of training priorities during the next three years. 

The TEP will lay the foundation for a progressive, multi-year exercise program, which enables 
organizations to participate in a series of increasingly complex exercises, with each successive exercise 
building upon the previous one, until mastery is achieved.  Further, by including supportive training 
requirements in the planning process, organizations can address and strengthen known areas of 
improvement prior to exercising those capabilities. 

By setting forth a documented, strategic path for the strengthening of specific training priorities and Core 
Capabilities, the TEP will help support the mission of the Allegheny County Department of Emergency 
Services in providing methods of effective coordination and collaboration to create a culture of 
preparedness that builds and sustains a disaster resistant and resilient community in Allegheny County. 

This living document is subject to amendments and revisions, to include additional priorities as identified 
by real world events or exercises.  Changes to the TEP or to the Training and Exercise Schedule will be 
discussed later in the document.   

.
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Purpose 
 
The purpose of the Allegheny County Training and Exercise 
Plan (TEP) is to document the overall priorities of the 
Allegheny County Training and Exercise Program for a specific 
multi-year time period (2020-2022).  It is considered to be a 
living document that can be updated and refined on an 
ongoing basis.  These priorities are linked to corresponding 
core capabilities, and, if applicable, a rationale based on 
existing strategic guidance, threat assessments, corrective 
actions from previous exercises, or other factors.  This Multi-
year TEP identifies the training and exercises that will help 
Allegheny County build and sustain the core capabilities 
needed to address its training and exercise program 
priorities. 

The Multi-year TEP should lay out a combination of 
progressively building exercises – along with the associated 
training requirements – which address the priorities 
identified during the review of supporting documentation.  A 
progressive, multi-year exercise program enables 
organizations to participate in a series of increasingly 
complex exercises, with each successive exercise building 
upon the previous one until mastery is achieved. Further, by 
including training requirements in the planning process, 
organizations can address known shortfalls prior to exercising 
capabilities. 

Included in this TEP is a training and exercise schedule, which 
provides a graphic illustration of the proposed activities 
scheduled for the years 2020-2022.   

Changes to the TEP or to the Training and Exercise Schedule can be requested by any emergency 
management partner or group.  Requests for changes must be accompanied with justification and 
explanation so as to equip the Training and Exercise Plan with a more defined strategy for strengthening 
specific areas.  Those requests should be sent to: 

Robert Gerlach 
Training and Exercise Coordinator 
Allegheny County    
Department of Emergency Services  
150 Hookstown Grade Road    
Coraopolis, PA  15108      
412-473-7071 (office) 
Robert.Gerlach@AlleghenyCounty.US 

BENEFITS TO 

IMPLEMENTING A 

MULTI-YEAR T&E PLAN 
 
➢ Helps employees stay prepared 

and facilitates new employee 
understanding of the Department 
of Emergency Services plans and 
operations 

➢ Provides managers and 
responders with a mechanism to 
evaluate operations and plans 

➢ Focuses on continual 
improvement 
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Objectives 
 
The Allegheny County Department of Emergency Services objectives for the Training and Exercise Plan 
are: 

• Design, develop, and deliver a training and exercise program that enables Allegheny County, as a 
whole, to prepare for, respond to, and recover from; natural, technological, and man-made 
disaster events. 

• Enhance the whole community resilience of the County, through capability-based planning in 
accordance with the National Preparedness Goal. 

• Provide a training and exercise program that is based on the recommendations and assessments 
in the County’s Hazard Mitigation Plan, After Action Reports/Improvement Plans (AAR/IP) and the 
analysis of the National Incident Management System (NIMS) Compliance Metrics Data. 

Program Priorities 
 
Adding to the four subject areas are the primary focus of the prior Multi-year TEP: NIMS Compliance, 
PEMA Certification, identified vulnerability/capability deficiencies, and post-disaster recovery.  Recovery 
has been identified as a significant area of improvement based on real-life events of 2018 (landslides and 
flooding) and based on the AAR’s of multiple exercises conducted and real-world lessons. 
 
NIMS Compliance training priorities are based on the PEMA NIMS Implementation Strategy (PA, n.d.2).  
Furthermore, PEMA maintains certification requirements for county level and municipal level emergency 
management staff.    A review of the current certification progress of the municipal and county emergency 
management staff highlighted which training is still required to be conducted.  Additionally, a review of 
the County Hazard Mitigation Plan (Baker, n.d.) highlighted the risks that face Allegheny County and 
included a capabilities review.  This was used to determine hazard and function based training to be 
conducted.  Finally, a review of the available AAR’s from exercises that occurred in Allegheny County were 
reviewed for the recommendations order to enhance training. 
 

Recovery 
 
From February through April of 2018, Allegheny County experienced significant precipitation that led to a 
multitude of landslides that caused over $22 million to municipal, County, State infrastructure (roads, 
bridges, culverts, etc.).  The human impact has been tremendous with families losing complete houses or 
having structures that are visually not impacted, but not permitted to be occupied due to the threat of a 
landslide.   
 
In late-June and early July of 2018, Allegheny County experienced a rash of flash floods.  These floods 
affected multiple municipalities at varying levels but were not centrally located.  Portions of the South 
Hills were impacted during one event and then a few days later a few north-central municipalities were 
hit.  For all of the events the Allegheny County Departments of Emergency Services and Human Services 
coordinated Multi-Agency Resource Centers (MARCs) to assure the community was receiving the services 
and support required. 



 
 

Allegheny County Department of Emergency Services 
Multi-Year Training and Exercise Plan, 2020 - 2021 

 

3 

 
The National Recovery Framework (DHS, 2011, p. 5) states that recovery starts with “pre-disaster 
preparedness and a wide range of planning activities.”  Recovery can be the most labor intensive and 
time-consuming phase of a disaster.  It can also take the longest. 
 

“The ability of a community to accelerate the recovery process begins with its efforts in pre-
disaster preparedness, mitigation and recovery capacity building. These efforts result in a 
resilient community with an improved ability to withstand, respond to and recover from 
disasters. Timely decisions in response to disaster impacts can significantly reduce recovery time 
and cost” (DHS, 2011, p. 5). 

 
The following table illustrates the training and planning areas for recovery and preparedness.  Over the 
three years that this TEP covers, training will be primarily on preparedness and short-term activities. 
 

 
(DHS, 2011, p. 8) 
 

NIMS Compliance 
 
The National Incident Management System (NIMS) is a comprehensive system that “provides a consistent 
nationwide approach to enable Federal, State, tribal and local governments, nongovernmental 
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organizations (NGOs), and the private sector to work together to prevent, protect against, respond to, 
recover from, and mitigate the effects of incidents, regardless of cause, size, location, or complexity” (DHS. 
2008, p. 3).  NIMS was developed as a result of Homeland Security Presidential Directive (HSPD)-5: 
Management of Domestic Incidents in February 2003, and is a set of guiding core doctrines, concepts, 
principles, terminology, and processes that are meant to enable an incident management system that is 
not only effective, but that allows all entities to work together seamlessly as well. 
 
There are several key legal and non-legal authorities that govern or impact NIMS, and its role in the 
Commonwealth of Pennsylvania and Allegheny County.  Below are the applicable Federal and state 
authorities: 

• Governor’s Proclamation Implementing the National Incident Management System (December 
20, 2004) 

• Governor’s Promulgation of the State Emergency Operations Plan (September 19, 2012) 

• Hazardous Material Emergency Planning and Response Act of 1990 

• Homeland Security Act of 2002 

• Homeland Security Presidential Directive (HSPD)-5: Management of Domestic Incidents 

• National Incident Management System 

• National Incident Management System Training Program 
 
The basic requirements for NIMS Compliance, as of 2014, are the following (Course Descriptions are 
available in Appendix B):  
 
County, Municipal, Non-Governmental Organizations (NGO), and Private-Sector Partners/EOC MAC 
Personnel: 
 

Course All Staff 
Middle 

Management 
Command Staff 

IS-100 ✓ ✓ ✓ 
IS-700 ✓ ✓ ✓ 

IS-706 ✓ ✓ ✓ 

IS-800 ✓ ✓ ✓ 

G-191 ✓ ✓ ✓ 
IS-775/G-775 ✓ ✓ ✓ 
IS-200  ✓ ✓ 
ICS-300  ✓ ✓ 

ICS 400   ✓ 

Recommended 

Position Specific 
ICS Courses 

  
✓ 

 
 
County and Municipal (including public K-12 Schools) Elected Officials: 
 

Course Command Staff 
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IS-100 ✓ 

IS-700 ✓ 

Both courses above or the course below 

G-402 ✓ 
Recommended 

ICS-200 ✓ 

IS-702 ✓ 
IS-800 ✓ 
G-191 ✓ 

 
 
 
 
 
County, Municipal, and Non-Governmental Organizations (NGO)/ICS Field Operations: 
 

Course 
All 

Emergency 
Responders 

First-Line 
Supervisors 

Mid-Level 
Response 

Supervisors 

Command 
and General 

Staff 
IS-100 ✓ ✓ ✓ ✓ 

IS-700 ✓ ✓ ✓ ✓ 
IS-200 Recommended ✓ ✓ ✓ 

IS-800   ✓ ✓ 

ICS-300   ✓ ✓ 
ICS-400    ✓ 

Recommended 

IS-702   ✓ ✓ 
IS-703   ✓ ✓ 

IS-706   ✓ ✓ 

G-191    ✓ 

E/L-947    ✓ 
Position 
Specific ICS 
Courses 

 ✓ ✓ ✓ 

 
ACES will provide a rotating schedule of NIMS training that will give the opportunity for all partners in 
emergency management the opportunity to become NIMS compliant. 
 

PEMA Certification 
 
The purpose of PEMA’s certification and training program is to prescribe the training required to develop 
competency in individuals serving as county and local emergency management coordinators and staff (PA, 
2011).  (Course descriptions are in Appendix B) 
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Course name 

Municipal County 

B
asic 

A
d

van
ce

d
 

P
ro

fessio
n

al 

B
asic 

A
d

van
ce

d
 

P
ro

fessio
n

al 

County Orientation ✓      

PEMA Area Office Orientation    ✓   

Duties and Responsibilities ✓      

Initial Damage Reporting ✓   ✓   

IS-3  ✓  ✓   

IS-5  ✓  ✓   

IS-15      ✓ 
IS-100 ✓   ✓   

IS-120     ✓  

IS-130   ✓ ✓   

IS-200 ✓   ✓   

IS-230 ✓   ✓   

IS-235 ✓   ✓   

IS-240 ✓   ✓   

IS-241  ✓  ✓   

IS-242  ✓  ✓   

IS-244  ✓     

IS-271  ✓     

IS-366      ✓ 
IS-393      ✓ 
IS-547  ✓   ✓  

IS-703   ✓   ✓ 
IS-700 ✓   ✓   

IS-775 ✓    ✓  

IS-800 ✓   ✓   

IS-702 or G-289  ✓     

IS-15 or IS-366   ✓    

ICS-300  ✓   ✓  

ICS-400   ✓   ✓ 

G-191  ✓  ✓   

G-210      ✓ 
G-235   ✓  ✓  

G-271     ✓  

G-290   ✓  ✓  

G-557      ✓ 
G-386      ✓ 
G-393      ✓ 
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L-146     ✓  

 

Identified Vulnerabilities and Capabilities 
 
A review of the Allegheny County 2015 Hazard Mitigation Plan Update (HMP) (Baker, n.d.)  provided a risk 
and capability assessment to enhance the TEP.  The first identified vulnerability, or risk, comes from 
historical data, prior Presidential Disaster and Emergency Declarations the affected Allegheny County: 
 

DECLARATION 
NUMBER 

DATE EVENT 

4149 October 2013 Severe Storms, Tornadoes, and Flooding  

3356* October 2012 Hurricane Sandy Response and Recovery  

1898 April 2010 Severe Winter Storms and Snowstorms  

3235* September 
2005 

Hurricane Katrina Evacuation  

1557 September 
2004 

Tropical Depression Ivan  

1555 September 
2004 

Severe Storms and Flooding Associated 
with Tropical Depression Frances  

1219 June 1998 Flooding, Severe Storms, and Tornadoes  

1093 January 1996 Flooding  

1085 January 1996 Blizzard  

1015 March 1994 Winter Storm, Severe Storm  

3105* March 1993 Severe Snowfall and Winter Storm  

766 June 1986 Severe Storms, Flooding  

754 November 1985 Severe Storms, Flooding  

721 August 1984 Severe Storms, Flooding  

3081* June 1980 Severe Storms and Tornadoes  

340 June 1972 Tropical Storm Agnes  

*  Presidential Emergency Declaration 

 
From this historical data, severe weather is noticeably the largest hazard that Allegheny County faces.  
Moreover, the data illustrates that severe weather can happen at any time of the year and is not rigid to 
just one, or two, seasons. 

The HMP identified the hazards as the primary hazards with the potential to affect Allegheny County 
adversely: 

 

Naturally Occurring 

Drought Earthquake Flash flood, flood, ice 
jam 

Hurricane, Tropical 
Storm, Nor’easter 

Landslide Radon 
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Pandemic and Infectious 
Disease 

Subsidence, Sinkhole Tornado, Wind Storm 

Wildfire Winter Storm  

Man-Made 

Civil Disturbance Dam and Lock Failure Environmental 
(HazMat Release, Coal Mining 

Incidents, Oil & Gas Well 
Incidents) 

Levee Failure Nuclear Incident Terrorism 

Transportation Accident Urban Fire and Explosion Utility Interruption 

 
The HMP also references several goals that will be used in the development of the TEP (Baker, n.d.). 
 

• Reduce possibility of damage and loss to existing community assets including addressable 
structures, critical facilities, and infrastructure due to: 

1. landslides. 
2. hazardous material releases. 
3. mine subsidence. 
4. severe weather. 
5. wildfires. 

 

Other Identified Training Needs 
 
A review of primary and secondary education facilities disaster preparedness highlighted the need for 
emergency management related training for schools (K-12).  This TEP will include training specific for 
schools in addition to the analysis above. 

Supporting Exercises 
 

Discussion-Based Exercises 
 
Discussion-based exercises are normally used as a starting point in the building block approach to the 
cycle, mix, and range of exercises. Discussion-based exercises include seminars, workshops, tabletop 
exercises (TTXs), and games. These types of exercises typically highlight existing plans, policies, mutual 
aid agreements, and procedures. Thus, they are exceptional tools or familiarizing agencies and 
personnel with current or expected jurisdictional capabilities. Discussion-based exercises typically focus 
on strategic, policy-oriented issues, and operations-based exercises tend to focus more on tactical 
response-related issues. Facilitators and/or presenters usually lead the discussion, keeping participants 
on track while meeting the objectives of the exercise. 
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Operations-Based Exercises 

Operations-based exercises represent the next iteration of the exercise cycle; they are used to validate 
the plans, policies, agreements, and procedures solidified in discussion-based exercises. Operations-
based exercises include drills, functional exercises (FEs), and full-scale exercises (FSEs). They can clarify 
roles and responsibilities, identify gaps in resources needed to implement plans and procedures, and 
improve individual and team performance. Operations-based exercises are characterized by actual 
response, mobilization of apparatus and resources, and commitment of personnel, usually over an 
extended period of time. 
 

 

Methodology and Tracking 
 
Based on the priorities (NIMS Compliance, PEMA Certification, and Identified Vulnerabilities), a 
comprehensive training and exercise schedule was created for the next three years.  Training offerings 
and exercises included in the schedule will reinforce the five mission areas of prevention, protection, 
mitigation, response, and recovery, as well as their associated core capabilities. 

This plan is intended to: 

• Challenge participants with increasingly advanced coursework and scenarios; 

• Incorporate, reinforce, and verify lessons learned; 

• Identify demonstrated capabilities and areas in need of improvement; 

• Provide a means of evaluation and corrective action for exercises; and 

• Ensure a method to share lessons learned and best practices from training courses and exercises. 

The objectives for the exercises developed in 2020-2022 will integrate the training priorities and provide 
the emergency management stakeholders an opportunity to validate where we need improvement as far 
as preparedness and identifying where we are strong.  Exercise development will follow Homeland 
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Security Exercise and Evaluation Program (HSEEP) guidance and will culminate with a detailed After Action 
Report (AAR) and Improvement Plan (IP).  The AAR/IPs from these exercises and from real world events 
will inform and provide data for future training and exercises, ensuring that best practices lead to lessons 
learned and improvements which are appropriately identified, implemented, and tracked. The AAR/IPs 
will be made available to all stakeholders and will be utilized in the next iteration of the TEP. Inclusion in 
the TEP requires that the training or exercise meet one of the five criteria: 

• Training and exercises are multi‐jurisdictional and/or multi‐regional. 

• Training and exercises utilize federal grant funding 

• Training and exercises involve multiple agencies and levels of government, including the local, 
county and state level. 

• Training and exercises include a federal consortium school coming to Pennsylvania 

The Training Coordinator for the Allegheny County Department of Emergency Services shall retain sign-in 
sheets and course evaluations for each training session.  For each exercise, the Training Coordinator will 
also retain all documentation including AAR’s.  At the end of the second quarter of each year, the Training 
Coordinator will review all documentation to make a recommendation of modification of the TEP.  
Annually, in the third quarter, the Training Coordinator will host a Training and Exercise Planning 
Workshop (TEPW) in which partners from County agencies, Municipal Emergency Management 
Coordinators, and public and private sector organizations (NGO’s, VOAD’s, etc.) will collaborate in review 
of the TEP in order to develop an updated and comprehensive new TEP.  Furthermore, the risks and 
capabilities shall be reassessed when a new Hazard Mitigation Plan is developed.
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Multi-year Training and Exercise Plan 
 

2020 
 

Priority 1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

PEMA Certification/ 
Curricula 

• L-146: Homeland Security 
Exercise Evaluation Program 
(HSEEP) 

• G-557: Rapid Needs 
Assessment 

• G-386: Mass Fatalities 
Response 

• G-191: ICS/EOC Interface 
Workshop 

Risk and Capabilities 
• AWR-345: Unmanned 

Aircraft Systems in Disaster 
Management 

• MGT-385: Community 
Cybersecurity Exercise 
Planning 

• AWR-147: Rail Car Incident 
Response 

• MGT-341: Disaster 
Preparedness for Hospitals 
and Healthcare 
Organizations within the 
Community Infrastructure 

Schools (K-12) 
• ICS-100: Intro to the ICS 

• Family Reunification 

• G-364: Multi-Hazard 
Planning for Schools 

• ICS-200: Basic ICS for Initial 
Response 

• ICS-300: Intermediate ICS  

• AWR-148: Crisis 
Management for School-
Based Incidents 

• G364: Multi-Hazard Planning 
for Schools 

• G-289: Public Information 
Officer Awareness 

Recovery 
• G-205: Recovery from 

Disaster 

• MGT-403: Access and 
Functional Needs 
Preparedness Planning 

• AWR-228: Community 
Resilience 

• MGT-415: Disaster Recovery 

• AWR-356: Community 
Planning for Disaster 
Recovery 

Other 

• MGT-346: Emergency 
Operations Center 
Operations and Planning for 
All-Hazards Events 

• L-550: Continuity of 
Operations Planning 

• PER-304: Social Media for 
Natural Disaster Response 
and Recovery 

• AWR-318: REP Disaster 
Initiated Review (RDIR) 

Exercises • PEMA Spring Weather Ex 
• Beaver Valley Power Station 

Ex 
• County HazMat Team 

Recertification Exercise 
• Great ShakeOut Ex 

• PEMA Winter Weather Ex 
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2021 
 

Priority 1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

PEMA Certification/ 
Curricula 

• ICS-300: Intermediate ICS  • G-235: Emergency Planning • ICS-400: Advanced ICS 
• L-146: Homeland Security 

Exercise Evaluation Program 
(HSEEP) 

Risk and Capabilities 
• AWR-136: Essentials of 

Cybersecurity 
• MGT-461: Evacuation 

Strategies and Solutions 

• MGT452: Physical & 
Cybersecurity for Critical 
Infrastructure 

• AWR-302: Pipeline Security 

Schools (K-12) 
• ICS-100: Intro to the ICS 

• G-290: Basic Public 
Information Officer 

• MGT-417: Crisis 
Management for School-
Based Incidents for Key 
Decision Makers 

• Family Reunification 

• G-191: ICS/EOC Interface  

• ICS-200: Basic ICS for Initial 
Response 

• G364: Multi-Hazard Planning 
for Schools 

• ICS-300: Intermediate ICS 

Recovery 
• G-288: Local Volunteer & 

Donations Management 

• G-489: Management of 
Spontaneous Volunteers 

• MGT-415: Disaster Recovery 

• PER-332: Population 
Monitoring at Community 
Reception Centers 

• MGT-405: Mobilizing Faith-
based Community 
Organizations in Preparing 
for Disaster 

Other 

• MGT-319: Medical 
Countermeasures: Points of 
Dispensing (POD), Planning, 
and Response 

• PER-344: Social Media Tools 
and Techniques 

• L548: Continuity of 
Operations Planning 
Program Manager 

• MGT-340: Crisis & Decision 
Making 

• MGT-416: Intro to 
Continuity of Government 
Planning 

Exercises • PEMA Spring Weather Ex 

• Beaver Valley Power Station 
Ex 

NONE 
• Great ShakeOut Ex 

• PEMA Winter Weather Ex 
PIT Airport Triennial Exercise 
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2022 
 

Priority 1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

PEMA Certification/ 
Curricula 

• G-393: Mitigation for 
Emergency Managers 

• G291: Joint Information 
System/ Joint Information 
Center 

• G-202: Debris Management • G-191: ICS/EOC Interface 

Risk and Capabilities 
• MGT-384: Community 

Preparedness for Cyber 
Incidents 

• MGT-335: Event Security 
Planning 

• MGT-345: Disaster 
Management for Electric 
Power Systems 

• AWR-322: Natural Disaster 
Awareness for Security 
Professionals 

Schools (K-12) 
• ICS-100: Intro to the ICS 

• Family Reunification 
 

• G364: Multi-Hazard Planning 
for Schools 

• ICS-200: Basic ICS for Initial 
Response 

• ICS-300: Intermediate ICS  

• L-146: Homeland Security 
Exercise Evaluation Program 
(HSEEP) 

• G364: Multi-Hazard Planning 
for Schools 

• G-191: ICS/EOC Interface  

Recovery 
• AWR-319: Leveraging Tools 

for Conducting Damage 
Assessments 

• MGT-447: Managing Food 
Emergencies: Strategies for 
a Community Response 

• MGT-460: Planning for 
Disaster Debris 
Management 

• G-108: Mass Care 

Other 
• MGT-409: Community 

Healthcare Planning and 
Response to Disasters 

• PER-343: Social Media 
Engagement Strategies 

• G-556: Local Damage 
Assessment 

• PER-335: Critical Decision 
Making for Complex 
Coordinated Attacks 

• L-825: FEMA Incident Action 
Planning 

Exercises • PEMA Spring Weather Ex NONE NONE 
• Great ShakeOut Ex 

• PEMA Winter Weather Ex 
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Appendix A – Core Capabilities Definitions 
 

Shared Core Capabilities  
• Planning – Conduct a systematic process engaging the whole community as appropriate in the 

development of executable strategic, operational, and/or tactical-level approaches to meet 
defined objectives.  

• Public Information and Warning – Deliver coordinated, prompt, reliable, and actionable 
information to the whole community through the use of clear, consistent, accessible, and 
culturally and linguistically appropriate methods to effectively relay information regarding 
threats or hazards as appropriate, as well as the actions being taken and the assistance being 
made available, as appropriate.  

• Operational Coordination – Establish and maintain a unified and coordinated operational 
structure and process that appropriately integrates all critical stakeholders and supports the 
execution of core capabilities.  

 

Prevention  
• Forensics and Attribution – Conduct forensic analysis and attribute terrorist acts (including the 

means and methods of terrorism) to their source, to include forensic analysis as well as 
attribution for an attack and for the preparation for an attack in an effort to prevent initial or 
follow-up acts and/or swiftly develop counter-options.  

• Intelligence and Information Sharing – Provide timely, accurate, and actionable information 
resulting from the planning, direction, collection, exploitation, processing, analysis, production, 
dissemination, evaluation, and feedback of available information concerning physical and cyber 
threats to the United States, its people, property, or interests; the development, proliferation, 
or use of WMDs; or any other matter bearing on U.S. national or homeland security by local, 
state, tribal, territorial, Federal, and other stakeholders. Information sharing is the ability to 
exchange intelligence, information, data, or knowledge among government or private sector 
entities, as appropriate.  

• Interdiction and Disruption – Delay, divert, intercept, halt, apprehend, or secure threats and/or 
hazards.  

• Screening, Search, and Detection – Identify, discover, or locate threats and/or hazards through 
active and passive surveillance and search procedures. This may include the use of systematic 
examinations and assessments, bio-surveillance, sensor technologies, or physical investigation 
and intelligence.  

 

Protection  
• Intelligence and Information Sharing – Provide timely, accurate, and actionable information 

resulting from the planning, direction, collection, exploitation, processing, analysis, production, 
dissemination, evaluation, and feedback of available information concerning physical and cyber 
threats to the United States, its people, property, or interests; the development, proliferation, 
or use of WMDs; or any other matter bearing on U.S. national or homeland security by local, 
state, tribal, territorial, Federal, and other stakeholders. Information sharing is the ability to 
exchange intelligence, information, data, or knowledge among government or private sector 
entities, as appropriate.  
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• Interdiction and Disruption –Delay, divert, intercept, halt, apprehend, or secure threats and/or 
hazards.  

• Screening, Search, and Detection – Identify, discover, or locate threats and/or hazards through 
active and passive surveillance and search procedures. This may include the use of systematic 
examinations and assessments, bio-surveillance, sensor technologies, or physical investigation 
and intelligence.  

• Access Control and Identity Verification – Apply and support necessary physical, technological, 
and cyber measures to control admittance to critical locations and systems.  

• Cybersecurity – Protect (and if needed, restore) electronic communications systems, 
information, and services from damage, unauthorized use, and exploitation.  

• Physical Protective Measures – Implement and maintain risk-informed countermeasures, and 
policies protecting people, borders, structures, materials, products, and systems associated with 
key operational activities and critical infrastructure sectors.  

• Risk Management for Protection Programs and Activities – Identify, assess, and prioritize risks 
to inform Protection activities, countermeasures, and investments.  

• Supply Chain Integrity and Security – Strengthen the security and resilience of the supply chain.  

 

Mitigation  
• Community Resilience – Enable the recognition, understanding, communication of, and 

planning for risk and empower individuals and communities to make informed risk management 
decisions necessary to adapt to, withstand, and quickly recover from future incidents.  

• Long-term Vulnerability Reduction – Build and sustain resilient systems, communities, and 
critical infrastructure and key resources lifelines so as to reduce their vulnerability to natural, 
technological, and human-caused threats and hazards by lessening the likelihood, severity, and 
duration of the adverse consequences.  

• Risk and Disaster Resilience Assessment – Assess risk and disaster resilience so that decision 
makers, responders, and community members can take informed action to reduce their entity’s 
risk and increase their resilience.  

• Threats and Hazards Identification – Identify the threats and hazards that occur in the 
geographic area; determine the frequency and magnitude; and incorporate this into analysis 
and planning processes so as to clearly understand the needs of a community or entity.  

 

Response  
• Infrastructure Systems – Stabilize critical infrastructure functions, minimize health and safety 

threats, and efficiently restore and revitalize systems and services to support a viable, resilient 
community.  

• Critical Transportation – Provide transportation (including infrastructure access and accessible 
transportation services) for response priority objectives, including the evacuation of people and 
animals, and the delivery of vital response personnel, equipment, and services into the affected 
areas.  

• Environmental Response/Health and Safety – Conduct appropriate measures to ensure the 
protection of the health and safety of the public and workers, as well as the environment, from 
all-hazards in support of responder operations and the affected communities.  

• Fatality Management Services – Provide fatality management services, including decedent 
remains recovery and victim identification, working with local, state, tribal, territorial, insular 
area, and Federal authorities to provide mortuary processes, temporary storage or permanent 
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internment solutions, sharing information with mass care services for the purpose of reunifying 
family members and caregivers with missing persons/remains, and providing counseling to the 
bereaved.  

• Fire Management and Suppression – Provide structural, wildland, and specialized firefighting 
capabilities to manage and suppress fires of all types, kinds, and complexities while protecting 
the lives, property, and the environment in the affected area.  

• Logistics and Supply Chain Management – Deliver essential commodities, equipment, and 
services in support of impacted communities and survivors, to include emergency power and 
fuel support, as well as the coordination of access to community staples. Synchronize logistics 
capabilities and enable the restoration of impacted supply chains.  

• Mass Care Services – Provide life-sustaining and human services to the affected population, to 
include hydration, feeding, sheltering, temporary housing, evacuee support, reunification, and 
distribution of emergency supplies.  

• Mass Search and Rescue Operations – Deliver traditional and atypical search and rescue 
capabilities, including personnel, services, animals, and assets to survivors in need, with the goal 
of saving the greatest number of endangered lives in the shortest time possible.  

• On-scene Security, Protection, and Law Enforcement – Ensure a safe and secure environment 
through law enforcement and related security and protection operations for people and 
communities located within affected areas and also for response personnel engaged in 
lifesaving and life-sustaining operations.  

• Operational Communications – Ensure the capability for timely communications in support of 
security, situational awareness, and operations by any and all means available, among and 
between affected communities in the impact area and all response forces.  

• Public Health, Healthcare, and Emergency Medical Services – Provide lifesaving medical 
treatment via Emergency Medical Services and related operations and avoid additional disease 
and injury by providing targeted public health, medical, and behavioral health support, and 
products to all affected populations.  

• Situational Assessment – Provide all decision makers with decision-relevant information 
regarding the nature and extent of the hazard, any cascading effects, and the status of the 
response.  

 

Recovery  
• Infrastructure Systems – Stabilize critical infrastructure functions, minimize health and safety 

threats, and efficiently restore and revitalize systems and services to support a viable, resilient 
community.  

• Economic Recovery – Return economic and business activities (including food and agriculture) 
to a health state and develop new business and employment opportunities that result in an 
economically viable community.  

• Health and Social Services – Restore and improve health and social services capabilities and 
networks to promote the resilience, independence, health (including behavioral health), and 
well-being of the whole community.  

• Housing – Implement housing solutions that effectively support the needs of the whole 
community and contribute to its sustainability and resilience.  

• Natural and Cultural Resources – Protect natural and cultural resources and historic properties 
through appropriate planning, mitigation, response, and recovery actions to preserve, conserve, 
rehabilitate, and restore them consistent with post-disaster community priorities and best 
practices  
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Prevention Protection Mitigation Response Recovery 
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Appendix B – Course Numbers and Names 
 
IS courses are offered through the Emergency Management Institute (EMI) and are online, self-paced 
courses designed for people who have emergency management responsibilities and the general public 
 

IS-3  Radiological Emergency Management 
IS-5  An Introduction to Hazardous Materials 
IS-15  Special Events Contingency Planning 
IS-100  Introduction to the Incident Command System 
IS-120  An Introduction to Exercises 
IS-130  Exercise Evaluation and Improvement Planning 
IS-200  ICS for Single Resources and Initial Action Incidents 
IS-230  Fundamentals of Emergency Management 
IS-235  Emergency Planning Course 
IS-240  Leadership and Influence Course 
IS-241  Decision Making and Problem Solving 
IS-242  Effective Communication 
IS-244  Developing and Managing Volunteers 
IS-271  Anticipating Hazardous Weather and Community Risk 
IS-366  Planning for the Needs of Children in Disaster 
IS-393  Introduction to Mitigation 
IS-547  Introduction to Continuity of Operations 
IS-700  National Incident Management Systems (NIMS), An Introduction 
IS-702  National Incident Management Systems (NIMS), Public Information Systems 
IS-703  NIMS Resource Management 
IS-706  NIMS Intrastate Mutual Aid, An Introduction 
IS-775  EOC Management and Operations 
IS-800  National Response Framework, An Introduction 
 

ICS courses are classroom courses that expand upon the IS Course material.  These courses are offered 
locally by community colleges and fire academies. 

 
ICS-100  Introduction to the Incident Command System 
ICS-200  ICS for Single Resources and Initial Action Incidents   
ICS-300  Intermediate ICS for Expanding Incidents (aka: G-300) 
ICS 400  Advanced ICS for Command and General Staff (aka: G-400) 
 

G-Series courses are FEMA developed courses that are delivered by the state emergency management 
agency. 

 
G-191  ICS/EOC Interface Workshop 
G-210  Recovery from Disaster, the Local Governments Role 
G-235  Emergency Planning 
G-271  Hazardous Weather and Flooding Preparedness 
G-289  Public Information Officer Awareness 
G-290  Basic Public Information Officer 
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G-386  Mass Fatalities Response 
G-393  Mitigation for Emergency Managers 
G-402  ICS Overview for Executives and Senior Officials 
G-557  Rapid Needs Assessment 
G-775  EOC Management and Operations 
 

E-Series courses are administered by FEMA at Emergency Management Institute, while L-Series courses 
are the same material as E-Series courses, but are delivered by FEMA staff at external locations. 

 
E/L-947  EOC/IMT Interface 
L-146  Homeland Security Exercise Evaluation Program (HSEEP)
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