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Overview 
 
Of the 941,033 registered voters in Allegheny County, 545,082 (57.96%), cast their vote at this 
past November 6, 2018 General Election.  This level of participation is higher than turnout levels 
in recent past elections of this type.  In addition, an Allegheny County Home Rule Charter 
Amendment Referendum Question appeared on the ballot and local question appeared on the 
ballot in the Municipalities of Bethel Park, Monroeville and West Deer        
 
 
A total of 27,000 absentee ballots were issued and 1418 provisional ballots were cast.  Of the 
provisional ballots, 151 were fully counted, 585 partially counted and 682 were not counted.  
The majority of those not counted were due to the fact that the provisional voter was not a 
registered voter.    
 
 
Over 185,000 “emergency” paper ballots were supplied to this County’s 1,322 polling places in 
the event that at least one-half of the voting machines in a precinct were non-functional.  165 
emergency ballots were used in 9 voting districts.  Some polling places opened late because the 
district election boards were unable to gain entrance to the building in time to begin voting at 
7:00 a.m., and others because the district election boards had difficulty in printing a “zero tape”.  
In one district, the Judge of Election did not appear at the polling place, due to illness.  
 
 
47 candidates appeared on the ballot and a total of over 75 distinct ballot configurations were 
created to accommodate the Federal and State office contests.  
 
 
Accessibility 
 
All 1,322 polling places in this County have now been classified as “accessible” pursuant to the 
standards promulgated by the Secretary of the Commonwealth of Pennsylvania.  
  
 
Logic and Accuracy Testing 
 
Extensive automated and manual Logic and Accuracy Testing (L&A) was performed.  
Automated L&A was performed on all 4,301 iVotronic voting machines deployed on Election 
Day.  Manual L&A was also performed for each of the approximately 75 different ballot 
configurations. Those parties and organizations permitted by Pennsylvania law to be present 
during this process were duly notified. 
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A “test deck” comprised of over 15,000 ballots, containing different vote totals for each 
candidate, was used to verify that the 7 ES&S Model 650 high-speed ballot counters would 
accurately count the absentee, provisional and emergency optical scan paper ballots to be used at 
the Election.  This test was conducted prior to the Election as well as before final certification of 
the election results.  In both tests, the ballot scanners produced an accurate count.  The required 
public notice of the pre-election test was given.                   

 
 
Firmware Verification 
 
Allegheny County employed the services of “GRP Consulting Group, LLC” to verify that the 
software resident on the iVotronic voting devices contain the “trusted build” version certified by 
the Pennsylvania Department of State.  As has been the case since 2008 that this process has 
been employed, no instance of uncertified software has been detected.  Copies of the reports 
prepared for the November 6, 2018 General Election are attached below.         
 
 
 
Network Security 
 
Also following past practice, an independent third-party review was conducted both prior to and 
after the past General Election to assure that our election network was isolated and not connected 
to any external network.  A copy of the report produced by “Foresite” is attached below.      
 
 
Parallel Testing 
 
Since the November 2006 Election, Allegheny County has employed a Certified Public 
Accounting firm to ensure that the functionality of the iVotronic voting machine devices have 
not been compromised.  The parallel testing performed at the November 6, 2018 General 
Election demonstrated that the randomly-selected voting devices recorded and counted all votes 
completely and correctly.  A copy of the report issued by Baker Tilly is attached below.     
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1. INTRODUCTION: ALLEGHENY COUNTY ES&S IVOTRONICS 

FIRMWARE VERIFICATION STUDY 

The Allegheny County, Pennsylvania Division of Elections requested GRP Consulting Group 
to audit and verify the firmware source code on twenty (20) ES&S iVotronic DRE voting 
machines before conducting the November 6, 2018 General Election. The devices to be 
audited were randomly selected from the County’s 4700 devices. The purpose was to verify 
that the samples have in residence on the U1 designated Electronic Erasable Programmable 
Read Only Memory (EEPROM) chip, the firmware version 9.1.4.1, and all applied firmware 
versions are accurate and true to the State of Pennsylvania’s Trusted Build, as held in escrow 
by the Secretary of State’s Office in Harrisburg. The study was accomplished by applying the 
‘Allegheny County iVotronic Firmware Verification Protocol’ and was performed on location 
at the Allegheny County Division of Elections warehouse, located at 901 Pennsylvania Ave., 
Pittsburgh, Pennsylvania. GRP Consulting Group and Allegheny County staff performed this 
firmware audit on September 18, 2018.  

It is the finding of GRP Consulting Group that the firmware verification audit applied to the 
resident code on the sample population was found to be unaltered versions of the 9.1.4.1 
firmware.  
 

1.1 Approach 
1.1.1 Study’s Focus 
The focus of the exercise was: 

1. Implementation of a fair and statically correct random selection process. 

2. Deploy the verification protocol, known as the ‘Allegheny County iVotronic 
Firmware Verification Protocol’, to verify on twenty (20) randomly chosen 
ES&S iVotronics DRE voting devices that they hold in residence on the U1 
designated EEPROM chip, the exact, true and unaltered version of the 9.1.4.1 
certified firmware source code, as held in escrow at the Secretary of State’s 
office.  

 

1.1.2 Study’s Concentration 
The GRP Consulting Group analyst was tasked to independently apply a repeatable and 
validated verification protocol to verify that the ES&S firmware version 9.1.4.1 that resides 
in escrow by the Secretary of State’s office and is resident on the Allegheny County 
iVotronic Direct-Recording Entry (DRE) – touch screen voting devices – are exact, true and 
unaltered versions of the certified firmware source code. 

1.1.3 Study’s Phases 
GRP Consulting Group organized the project primary phases, each incorporating the 
flexibility to accommodate additional requirements, as they may have become known. The 
general strategy employed was comprised of the following aspects: 
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 1. Setup, configure and control the verification environment and the parameters 
associated with each verification cycle; 

2. Apply the SHA256 algorithm to verify that before the November 6, 2018 General 
Election, the 9.1.4.1 firmware on the iVotronic DREs is the true and certified 
version of the firmware and has not been altered; 

3. Execute twenty (20) verification cycles; 

4. Conduct reviews and analyses of all verification results and anomalies obtained 
during the twenty (20) verification execution cycles; 

5. Advise the County on possible root cause(s) of any and all anomalies; and 

6. Prepare and deliver a report of the verification activities, the results of all 
verification executions, and conclusions and recommendations in Executive 
Summary and Final Report formats. 
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 2. FINDINGS  
GRP Consulting Group was engaged by the Allegheny Division of Elections on site at 901 
Pennsylvania Ave., Pittsburgh, PA on September 17 and 18, 2018. The purpose of the 
engagement was to apply the ‘Allegheny County iVotronic Firmware Verification Protocol’ 
to verify the ES&S iVotronic firmware version 9.1.4.1 is resident on the Allegheny County 
iVotronic population.  

On September 18, 2018, the GRP Consulting Group analyst completed the verification 
process of the firmware on twenty (20) Allegheny County iVotronics chosen at random from 
the population of approximately 4700 machines. It is the findings of GRP Consulting Group 
that the firmware version 9.1.4.1 residing on the twenty (20) randomly chosen machines, do 
represent the population, and furthermore, that the firmware version as resident on the U1 
designated Electronic Erasable Programmable Read Only Memory (EEPROM) chip is an 
exact, true, and unaltered version of the NVLAP federally-certified trusted build as held in 
archive at SysTest Labs and in escrow by the Pennsylvania Secretary of State in Harrisburg, 
PA.  
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Engagement Summary
The objective was to assess the current information security posture, compare the results to industry best practices,
and identify vulnerabilities that could impact Allegheny County if exploited.
The Security Assessment consisted of the following phase:

 Air Gap Assessment

This engagement was performed from a white-box perspective, with Allegheny County providing Foresite information
on network infrastructure and physical security measures.

Air Gap Assessment
Foresite performed an air gap assessment at one (1) location on one (1) network on November 5th, 2018 and
November 8th, 2018.
The Air Gap Framework consisted of the following phases:

 Review of Physical Access to the Network

 Identification of Access to External Networks

 Identification of Wireless Capabilities

 Identification of Device States

Foresite reviewed the physical security measures in place to obtain physical access to the devices in the tabulation
network. Foresite identified two (2) ingress points to the building, a nondescript door utilizing a keycard lock and truck
bay doors that opened from the inside. Once through the outer door, an inner door requiring a pin code was identified.
The pin code utilized was different between warehouse workers and administrative workers with access to the office
and tabulation network. Entry to the main office also utilized another pin code lock. Access to the room inside the
office housing the tabulation network was protected by another keycard lock. Cameras were identified throughout the
location and video was stored in the office.
Foresite examined the devices on the tabulation network for access to external networks (such as the internet),
wireless capabilities, software installed, device security (such as passwords), and physical access to the devices
(such as USB ports). The devices were identified to have no access to external networks or have any wireless
capabilities. The devices were identified to be running a version of Microsoft Windows that has reached End of Life
and is no longer supported. The devices were protected with a password to log in, however the account used had
administrative privileges and the password was the same for all devices. All physical ports on the devices were
enabled, physical disc drives did not appear to be encrypted, and BIOS was not password protected. Foresite also
identified that old data appeared to be residing in the recycle bin of the server.
Below is a list of vulnerabilities identified by Foresite and ranked based on ease of compromise and impact to data
confidentiality, integrity, and availability:

Issues Identified Severity Rating

End of Life (EOL) Windows Operating Systems High

Physical Device Configuration Deficiencies Medium

Physical Security Deficiencies Low
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Overall Security Rating
The identification of these vulnerabilities was ranked based of the vulnerability rating, but also in conjunction with the
impacted device, the devices use, and the data sensitivity for data on the device.
Based on the results from all phases, Foresite rates the overall security posture of Allegheny County as
Medium.
The vulnerabilities when combined in attacks compromised the confidentiality of information included as documented.
Modifications to configurations are recommended to secure from malicious activity as soon as possible.

Overall Severity Rating

Overall Technical Severity Score Medium

Remediation of the High and Medium findings would reduce the overall severity rating to Low.

As identified in each of the above phases and their results, Allegheny County must address the exploitable
vulnerabilities as their top prioritized remediation efforts. The remaining findings as identified from top-down should be
addressed in that order. This order is based on both severity of the vulnerability, but also criticality in remediation
needs and timeframe needed to remediate.
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Rules of Engagement
During the assessment, Foresite used industry best practices that focus identifying and validating vulnerabilities on the
Allegheny County’s environments.
The assessment did not include the following mechanisms:

 Intrusive tests or exploits that intentionally crash or disable a service.

 Brute forcing of any devices except for default password checks.

 Denial of Service (DoS) attacks any devices.

 Test cases that could result in damage to systems or data.

 Defacement of Allegheny County’s websites and devices.

Test cases were limited to issues that would identify deficiencies in leading practices, regulatory and industry
standards, including:

Leading Security Practices

 Vendor best practices

 OWASP Top 10 (2017)

 NIST SP 800-53

Air Gap Assessment Testing
Allegheny County approved the following engagement rules:

Device Testing Activities

Is Foresite approved to perform validation of vulnerabilities that may lead to system
access?

Yes No

Is Foresite approved to perform data analysis on Disk Drives? Yes No

Is Foresite approved to disassemble hardware for forensic analysis? Yes No

Is Foresite approved to assess device for network capabilities? Yes No

In the event that Foresite is able to penetrate a system, is Foresite approved to perform the following:

Perform privilege escalation attacks (if needed)? Yes No

Obtain local password hashes and perform attempts to crack passwords? Yes No

Perform data analysis for sensitive data? Yes No

Utilize installed applications to attempt connection to network resources? Yes No

Utilize information from the compromised device against other devices? Yes No
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Technical Analysis
This technical section breaks down the activities performed through the engagement delivery process.

Engagement Scope
Tabulation Network Scope
Allegheny County identified the following tabulation network devices as being in scope for the engagement:

In-Scope Devices

BOE TAB5 TAB7

TAB9 DAM3 DAM4

Physical Location Scope
Allegheny County identified the following addresses as being in scope for the engagement:

In-Scope Location

901 Pennsylvania Ave, Pittsburgh, PA 15233
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Identified and Validated Vulnerabilities
The following sections break down information identified on Allegheny County during the assessment.

Air Gap Vulnerabilities
Foresite performed air gap assessment activities on one (1) network at one (1) location. The following vulnerabilities
were identified for the network and location in scope for the engagement:

Deficiencies

End of Life (EOL) Windows Operating Systems
Observation: Foresite identified Windows Server 2003 and Windows XP devices in use on the tabulation
network.

Individual Issues Identified Severity Rating

EOL Windows Server 2003 High

EOL Windows XP High

Figure 1 – EOL Windows Server 2003

Impact: According to its version, the device is obsolete and no longer maintained by Microsoft. Lack of support
implies that no new security patches for the product will be released by Microsoft. As a result, it may contain
security vulnerabilities. Windows Server 2003 and Windows XP have multiple known vulnerabilities with no
patches from Microsoft.
Foresite Recommendation: Remove the product if it is no longer needed. Otherwise, upgrade to a newer
version if possible or switch to another product.
Affected Devices:
All devices

Physical Device Configuration Deficiencies
Observation: Foresite observed multiple physical device configurations that do not follow industry best practices.

Individual Issues Identified Severity Rating

USB Ports Enabled Medium

Shared User Account Medium

BIOS Password Missing Medium

Impact: Having USB ports enabled when not needed could allow a malicious actor to bypass an air gap by
plugging in a USB flash drive, USB WiFi card, or USB Bluetooth device to allow outside access to the device.
By not password protecting BIOS administration, a malicious actor could change settings to allow them to bypass

Bradley Ammerman
These need to be center spaced left  and the severity rating is center spaced centerYours are aligned Top

Joe Thorpe
Add this to vulndb please

Bradley Ammerman
Where is your screeshot?

kcasyn
I don’t have one, how do you take a ss of any of these?
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the air gap.
Utilizing a single account with administrative privileges would allow a malicious actor to compromise all devices
with a single password.
Foresite Recommendations: Disable unused USB ports in BIOS. Protect BIOS configurations with a password.
Utilize unprivileged accounts to log in to devices. Use different accounts for each device or user.
Affected Devices:
All devices

Physical Security Deficiencies
Observation: Foresite observed multiple physical security deficiencies that could allow a malicious actor access
to the air gapped network.

Individual Issues Identified Severity Rating

Physical Key Access Used in Conjunction with Digital Locks Low

Modified Door Latch Security Plates Low

Door Hinges on Outside Access of all Doors Low

Figure 2 – Physical Key and Keycard Access

Impact: By having both a physical key lock (such as a pin and tumbler lock) and an electronic lock (such as an
RFID keycard), a malicious actor could bypass the stronger electronic lock by compromising the physical such as
with a bump key or lockpicks.
Door latch security plates are present, but they have been modified to fit around obstacles such as door jams or
latch plates. This compromises the effectiveness for the security plates, possibly allowing a malicious actor to
utilize door bypass tools such as a shove knife.
By having all door with hinges facing toward the outside access of the ingress path, doors could be bypassed by
removing hinge pins and removing the door.
Foresite Recommendations: Move to purely digital locks or ensure physical locks have security features to
impede burglary tools such as lockpicks. Ensure security plates are not modified. Invest in security measures to
prevent door removal if hinges are compromised such as security door hinge pins.
Affected Location:
901 Pennsylvania Ave., Pittsburgh, PA 15233
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Engagement Testing Activities
The following activities represent the penetration actions performed for all phases of the engagement:

Air Gap Assessment - Pre/Post Election
Phase: Air Gap Assessment
Results: Network is Air Gapped
Severity: Informational
Actions: Foresite was met outside the location and asked for an ID to verify identity. After verification of identity,
Foresite was escorted to the room where the tabulation network was located. Entry to the tabulation room required
entering through four (4) doors, two (2) secured with keycard access, and two (2) secured with pin code access. The
same process was repeated post-election.

Figure 3 - External Entrance to Building

Foresite was escorted through a non-descript door that led into the main warehouse.
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Figure 4 - Bay Doors to Building

The main entrance of the building was identified to lead only to second floor offices and did not have access to the
main warehouse.

Figure 5 - Inner Building Door
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Figure 6 - Office Door

Figure 7 - Tabulation Network Room Entry

Foresite was escorted through three (3) secured doors before reaching the room containing the tabulation network.
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Figure 8 - Tabulation Network

Foresite performed a physical inspection of all devices to locate any anomalous USB devices, cables, or other
physically attached devices. After confirming no anomalous physical devices were present, Allegheny County officials
logged the Foresite into each physical device. Foresite performed data collection of various aspects of the device
configuration to identify any software anomalies. This included, but was not limited to, running processes, network
information, hardware devices, and operating system information. After analyzing this data no anomalies were
identified. The same process was followed post-election, with no anomalies being found.
The data collected Pre and post-election were compared to identify any significant differences or indicators of
modification. No such indicators were identified.
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Network Overview
All devices were connected to a Dell PowerConnect 2716 switch. The BOE Server provided DHCP and DNS for the
network. All devices had IPs in the 192.168.1.0/24 network. All devices could ping each other but could not ping
outside the network.

Figure 9 - Tabulation Network Diagram
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Conclusion
In conclusion Foresite would give the overall security rating of the entire security assessment as medium.
This finding is weighted based on all phases of the engagement. Foresite is providing the following recommendations
for each phase of the engagement:

Air Gap Assessment
The vulnerabilities identified in the air gap assessment process as well as discussions with Allegheny County provide
Foresite with the following recommended mitigation/remediation goals.
Remediation Goals

 End of Life Software –Work with current vendor to stress the need for the Tabulation software to be certified
on current releases of operating systems or consider moving to a vendor that has software certified on current
releases of operating systems.

 Physical Device Configuration Deficiencies – Increase the security of devices by disabling unused ports.
Create a BIOS password to protect changes to the BIOS system and ensure only authorized personnel make
changes. Consider using separate logins for each device, as well as non-administrative accounts for general
use.

 Physical Security Deficiencies – Determine if changes can be made to doors such as adding security door
hinge pins. Ensure security latch plates are unmodified to provide maximum security.

Foresite knows the importance that your organization places on security and genuinely appreciates the opportunity to
have worked with you on this engagement. Please contact your Foresite consulting team with any questions regarding
any defined vulnerabilities or the contents of this report.



Confidential Foresite 2018 All Rights Reserved 13

Appendix I: Security Posture
Level Description
Very Low Vulnerabilities Identified: Zero to a few Low-rated vulnerabilities were identified. These

vulnerabilities have no impact on the confidentiality, integrity, and availability of data or the
network, but could provide information for future attacks.

Evaluation: The network is found to be very secure.

Actions: Actions may be taken to remediate identified issues.

Low Vulnerabilities Identified: A few Low-rated vulnerabilities were identified. These
vulnerabilities may possibly impact the confidentiality, integrity, and availability of data or
the network and/or could provide information for future attacks.

Evaluation: The network is found to be secure.

Actions: Actions may be taken to remediate identified issues.

Medium Vulnerabilities Identified: Several Low, Medium and/or High vulnerabilities were identified.
These vulnerabilities could have an impact on the confidentiality, integrity, and availability
of data or the network and may provide information for future attacks.

Evaluation: The network is found to be moderately secure.

Actions: Actions should be taken to remediate identified issues.

High Vulnerabilities Identified: A number of Medium, High, and/or Critical vulnerabilities were
identified. These vulnerabilities could have a noticeable impact on the confidentiality,
integrity, and availability of data and provide information for future attacks.

Evaluation: The network is found to be weak.

Actions: Actions should be taken to remediate identified issues.

Critical Vulnerabilities Identified: Many Medium, High and/or Critical vulnerabilities were identified.
These vulnerabilities could have a considerable impact on the confidentiality, integrity, and
availability of data and provide information for future attacks. Additionally, authorized data
has been accessed and altered.

Evaluation: The network is very weak and at serious risk.

Actions: Actions should be taken immediately to remediate identified issues.
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Appendix II: Vulnerability Ratings
Rating

Critical

The vulnerability could have a considerable impact on the confidentiality, integrity, and availability of data and
provide information for future attacks. Additionally, unauthorized access to data is possible.

Anything found in this category must be considered vitally important and it should be fixed as soon as possible.
These vulnerabilities may lead to a complete compromise of the system or result in loss of confidential data.

High

The vulnerability could have a noticeable impact on the confidentiality, integrity, and availability of data and
provide information for future attacks.

A vulnerability listed as high has an increased risk of being exploited. This may be based on the time since it was
discovered, or the ease with which it can be performed. Anything detected in this category should be fixed or
upgraded immediately.

Medium

The vulnerability could have an impact on the confidentiality, integrity, and availability of data or the network and
may provide information for future attacks.

Medium rated vulnerabilities can disclose information about your system(s) or possibly lead to loss of confidential
data given the right conditions. These vulnerabilities may also affect a user’s experience.

Low

The vulnerability may possibly impact the confidentiality, integrity, and availability of data or the network and/or
could provide information for future attacks.

Informational/Very Low

The vulnerability has no impact on the confidentiality, integrity, and availability of data or the network, but could
provide information for future attacks.
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Foresite Consulting Services Overview
Foresite has been providing security and compliance assessments that span all major verticals, including retail,
education, healthcare, government, banking, and more. Foresite’s consultants are highly experienced and certified
professionals with strong backgrounds in security, compliance, and fundamental technology areas.
The mission of the Foresite security practice is to help organizations design, implement and maintain sound
information security programs, consistent with industry best practices and relevant compliance mandates, to help
ensure the security of sensitive information in an ever-changing risk environment.
Our team helps our clients establish both technical and non-technical security controls and practices to prevent, detect,
correct, and minimize the risk of loss or damage to information resources, disruption of access to information
resources, and unauthorized disclosure of information. These objectives are achieved through the implementation of
effective policies, standards, and procedures, which focus on the three core principles of information security and
network security:

 Confidentiality - the protection of information resources from unauthorized access or disclosure.

 Integrity - the accuracy, reliability and completeness of information and systems and the prevention of
unauthorized modification.

 Availability - the assurance that information is accessible by authorized individuals as needed and when
needed.
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Delivery Consultant
Credentials

Lead Consultant Nickolas Croy, Security Consultant
nickolas.croy@foresite.com
(253) 255-1613

Foresite Consulting Management
Management

Taylor Polson, Project Manager
taylor.polson@foresite.com
(913) 586-0500 x21135

John Wolf, Director, Security Services
john.wolf@foresite.com
(913) 709-0296

Jason LeDuc, Vice President, Consulting Services
jason.leduc@foresite.com
(732) 674-0871
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Mr. William McKain, County Manager 
County of Allegheny, Commonwealth of Pennsylvania 
Office of the County Manager 
436 Grant Street 
Room 119 Courthouse 
Pittsburgh, PA 15219 

To assist with your evaluation of County of Allegheny’s electronic voting machines, we randomly selected an 
election day polling location, scripted votes for parallel testing, and tested the functionality of the Direct 
Recording Electronic equipment, ES&S iVotronic voting machines. The test was performed on November 6, 
2018, the date of the general election. The scripting component included creating hypothetical ballots for 
parallel testing by mimicking voter behavior and voting patterns from data and statistics provided by County of 
Allegheny, Department of Elections, for Precinct 1236, West Deer, District 5. Our engagement was performed 
in accordance with the consulting standards prescribed by the American Institute of Certified Public 
Accountants. 

The results of the work performed indicate that the four voting machines tested, accurately recorded and 
counted the results of 359 ballots cast for the selected polling location. Our results are supported by visual 
evidence that the electronic voting machine recorded and maintained the vote counts properly. At the 
beginning of the process, we verified that the zero tape did in fact contain zero vote counts for each candidate 
in each race. Testing was done under video surveillance, capturing votes as they were entered into each 
voting machine from the scripted ballots. At the end of the election process, we compared the vote totals in 
the script, the Master Personalized Electronic Ballot (PEB), the Final Results Tape, and Flash Cards from the 
machines tested and found them to be in agreement. There were no discrepancies between the number of 
ballots cast, ballots cast for a particular party, votes for a particular candidate, the number of under-votes, the 
number of canceled votes, and the audio ballot cast for the visually impaired. 

Because of its special purpose, this report is not suited for any purpose other than to assist you in your 
evaluation and, as such, is intended only for your internal use. 

Pittsburgh, Pennsylvania 
November 6, 2018 



COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
RECONCILIATION OF VOTE TOTALS IN SCRIPT TO FINAL RESULTS TAPE, FLASH CARDS AND MASTER PEB

NOVEMBER 6, 2018

PRECINCT: WEST DEER DISTRICT 5

   Final Master
Results PEB

V5180412 V5186364 V5181119 V5173241 Total Tape V5180412 V5186364 V5181119 V5173241 Total Data Differences

Public Count 126 0 0 0 126 126 126 0 0 0 126 126 0
0 114 0 0 114 114 0 114 0 0 114 114 0
0 0 73 0 73 73 0 0 73 0 73 73 0

 0 0 0 46 46 46 0 0 0 46 46 46 0
126 114 73 46 359 359 126 114 73 46 359 359 0

United States Senator
Bob Casey, Jr. 42 52 36 17 147 147 42 52 36 17 147 147 0
Lou Barletta 29 20 14 10 73 73 29 20 14 10 73 73 0
Neal Gale 19 9 3 5 36 36 19 9 3 5 36 36 0
Dale R. Kerns, Jr. 36 33 19 14 102 102 36 33 19 14 102 102 0
Write-in 0 0 0 0 0 0 0 0 0 0 0 0 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

Governor/Lieutenant Governor
Tom Wolf/John Fetterman 55 46 31 17 149 149 55 46 31 17 149 149 0
Scott R. Wagner/Jeff Bartos 33 29 11 9 82 82 33 29 11 9 82 82 0
Paul Glover/Jocolyn Bowser-Bostick 28 19 10 8 65 65 28 19 10 8 65 65 0
Ken V. Krawchuk/Kathleen S. Smith 10 20 20 12 62 62 10 20 20 12 62 62 0
Write-in 0 0 0 0 0 0 0 0 0 0 0 0 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

Representative in Congress
Connor Lamb 68 58 37 21 184 184 68 58 37 21 184 184 0
Keith Rothfus 58 56 35 25 174 174 58 56 35 25 174 174 0
Write-in 0 0 0 0 0 0 0 0 0 0 0 0 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

Senator in General Assembly
Lindsey Williams 70 58 35 19 182 182 70 58 35 19 182 182 0
Jeremy Shaffer 56 56 37 27 176 176 56 56 37 27 176 176 0
Write-in 0 0 0 0 0 0 0 0 0 0 0 0 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

Voter Terminal Data per Script
Flash Card Data

(from Precinct Report)

-  2  -



COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
RECONCILIATION OF VOTE TOTALS IN SCRIPT TO FINAL RESULTS TAPE, FLASH CARDS AND MASTER PEB

NOVEMBER 6, 2018

PRECINCT: WEST DEER DISTRICT 5

   Final Master
Results PEB

V5180412 V5186364 V5181119 V5173241 Total Tape V5180412 V5186364 V5181119 V5173241 Total Data Differences
Voter Terminal Data per Script

Flash Card Data
(from Precinct Report)

Representative in the General Assembly
Jon McCabe 74 69 43 27 213 213 74 69 43 27 213 213 0
Bob Brooks 52 45 29 19 145 145 52 45 29 19 145 145 0
Write-in 0 0 0 0 0 0 0 0 0 0 0 0 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

Allegheny County Home Rule Charter Amend
Yes 71 61 39 24 195 195 71 61 39 24 195 195 0
No 55 53 33 22 163 163 55 53 33 22 163 163 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

West Deer Home Rule Charter Amend #1
Yes 42 58 23 17 140 140 42 58 23 17 140 140 0
No 84 56 49 29 218 218 84 56 49 29 218 218 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

West Deer Home Rule Charter Amend #2
Yes 81 73 45 30 229 229 81 73 45 30 229 229 0
No 45 41 27 16 129 129 45 41 27 16 129 129 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

West Deer Home Rule Charter Amend #3
Yes 70 60 22 17 169 169 70 60 22 17 169 169 0
No 56 54 50 29 189 189 56 54 50 29 189 189 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

West Deer Home Rule Charter Amend #4
Yes 56 36 22 15 129 129 56 36 22 15 129 129 0
No 70 78 50 31 229 229 70 78 50 31 229 229 0
Total 126 114 72 46 358 358 126 114 72 46 358 358 0

-  3  -



 

 

Exhibit A 

 
The parallel testing work performed was as follows: 
 

Control and Security Procedures 
 
1. We randomly selected a precinct. 

 
2. We selected four ES&S iVotronic voting machines with "tamper-evident" seals from the County of 

Allegheny warehouse. We test-voted on each of the ES&S iVotronic voting machines. 

 
3. We created a script for parallel testing to mimic voter behavior and voting patterns for the polling location 

randomly selected. 

 
4. We obtained and secured the Master Personalized Electronic Ballot (PEB) and two Supervisor PEBs. The 

Master PEB is used to open voting machines and to print the zero tape (a "zero-vote" count tape from the 

ES&S iVotronic voting machines) before electronic balloting starts, and the Supervisor PEB is used to 
activate an ES&S iVotronic voting machine for each voter. Each PEB was secured in a locked file in our 
office after election day to prevent access and tampering. 

 
5. We set up parallel test equipment where all actions could be visibly recorded by video surveillance. One 

video camera was set up to document the votes cast on each of the ES&S iVotronic voting machines 

selected. 
 
6. We conducted the parallel test in a low traffic area to avoid interruptions. 

 
Casting Votes 
 

1. Ballots were scripted to ensure that "voter turnout" in the mock election closely approximated the 
projected voter turnout for the randomly selected polling location. 

 

2. The video camera was focused on the ES&S iVotronic voting machine screen in a manner that votes 
could be seen as they were entered. 

 

3. Actual voting was conducted as follows: 
 

 First team member: Called out each vote as marked on the ballot script. 

 Second team member: As each vote was called, entered the vote in the ES&S iVotronic voting 
machine. 

 Second team member: Called back the votes cast as they appeared on the summary screen(s) on 

the ES&S iVotronic voting machine. 
 First team member: As the second team member called back the votes, verified that the vote was 

cast as it was read, and made a notation on the script. 

 
The terminals closed at 8:00 PM. The final results tape was printed and the flash card from each voting 
machine was removed. Video camera tapes were marked according to the applicable voting machine and the 

time votes were entered into the voting machine selected for testing. 



Exhibit B







Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In

Machine 1 126 42 29 19 36 0 55 33 28 10 0 68 58 0 70 56 0

V5180412

Machine 2 114 52 20 9 33 0 46 29 19 20 0 58 56 0 58 56 0

V5186364

Machine 3 73 36 14 3 19 0 31 11 10 20 0 37 35 0 35 37 0

V5181119

Machine 4 46 17 10 5 14 0 17 9 8 12 0 21 25 0 19 27 0

V5173241

Total 359 147 73 36 102 0 149 82 65 62 0 184 174 0 182 176 0

(vote for one)
United States Senator

COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

SUMMARY OF SCRIPTS

Governor/Lieutenant Governor
(vote for one)

Representative in Congress
(vote for one)

Senator in General Assembly
(vote for one)

Exhibit C



Public Count #

Machine 1 126

V5180412

Machine 2 114

V5186364

Machine 3 73

V5181119

Machine 4 46

V5173241

Total 359

McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No

74 52 0 71 55 42 84 81 45 70 56 56 70

69 45 0 61 53 58 56 73 41 60 54 36 78

43 29 0 39 33 23 49 45 27 22 50 22 50

27 19 0 24 22 17 29 30 16 17 29 15 31

213 145 0 195 163 140 218 229 129 169 189 129 229

(vote for one)

Agh Co Home Rule 
CharterAmend

(yes/no)
West Deer Charter #1

(yes/no)

Representative in the General 
Assembly West Deer Charter #3

(yes/no)
West Deer Charter #4

(yes/no)(yes/no)
West Deer Charter #2



V5180412

Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No
1 1 1 1 1 1 1 1 1 1 1
2 1 1 1 1 1 1 1 1 1 1
3 1 1 1 1 1 1 1 1 1 1
4 1 1 1 1 1 1 1 1 1 1
5 1 1 1 1 1 1 1 1 1 1
6 1 1 1 1 1 1 1 1 1 1
7 1 1 1 1 1 1 1 1 1 1
8 1 1 1 1 1 1 1 1 1 1
9 1 1 1 1 1 1 1 1 1 1

10 1 1 1 1 1 1 1 1 1 1
11 1 1 1 1 1 1 1 1 1 1
12 1 1 1 1 1 1 1 1 1 1
13 1 1 1 1 1 1 1 1 1 1
14 1 1 1 1 1 1 1 1 1 1
15 1 1 1 1 1 1 1 1 1 1
16 1 1 1 1 1 1 1 1 1 1
17 1 1 1 1 1 1 1 1 1 1
18 1 1 1 1 1 1 1 1 1 1
19 1 1 1 1 1 1 1 1 1 1
20 1 1 1 1 1 1 1 1 1 1
21 1 1 1 1 1 1 1 1 1 1
22 1 1 1 1 1 1 1 1 1 1
23 1 1 1 1 1 1 1 1 1 1
24 1 1 1 1 1 1 1 1 1 1
25 1 1 1 1 1 1 1 1 1 1
26 1 1 1 1 1 1 1 1 1 1
27 1 1 1 1 1 1 1 1 1 1
28 1 1 1 1 1 1 1 1 1 1
29 1 1 1 1 1 1 1 1 1 1
30 1 1 1 1 1 1 1 1 1 1
31 1 1 1 1 1 1 1 1 1 1
32 1 1 1 1 1 1 1 1 1 1
33 1 1 1 1 1 1 1 1 1 1
34 1 1 1 1 1 1 1 1 1 1
35 1 1 1 1 1 1 1 1 1 1
36 1 1 1 1 1 1 1 1 1 1
37 1 1 1 1 1 1 1 1 1 1
38 1 1 1 1 1 1 1 1 1 1
39 1 1 1 1 1 1 1 1 1 1
40 1 1 1 1 1 1 1 1 1 1
41 1 1 1 1 1 1 1 1 1 1
42 1 1 1 1 1 1 1 1 1 1
43 1 1 1 1 1 1 1 1 1 1
44 1 1 1 1 1 1 1 1 1 1
45 1 1 1 1 1 1 1 1 1 1
46 1 1 1 1 1 1 1 1 1 1
47 1 1 1 1 1 1 1 1 1 1
48 1 1 1 1 1 1 1 1 1 1
49 1 1 1 1 1 1 1 1 1 1
50 1 1 1 1 1 1 1 1 1 1
51 1 1 1 1 1 1 1 1 1 1
52 1 1 1 1 1 1 1 1 1 1
53 1 1 1 1 1 1 1 1 1 1
54 1 1 1 1 1 1 1 1 1 1
55 1 1 1 1 1 1 1 1 1 1
56 1 1 1 1 1 1 1 1 1 1
57 1 1 1 1 1 1 1 1 1 1
58 1 1 1 1 1 1 1 1 1 1
59 1 1 1 1 1 1 1 1 1 1
60 1 1 1 1 1 1 1 1 1 1
61 1 1 1 1 1 1 1 1 1 1
62 1 1 1 1 1 1 1 1 1 1

Agh Co Home Rule 
CharterAmend

(yes/no)

West Deer Charter 
#1

(yes/no)

COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

VOTER SIMULATION PROJECT SCRIPT

(vote for one)
Governor/Lieutenant GovernorUnited States Senator

(vote for one) (vote for one)

West Deer Charter 
#4

(yes/no)

West Deer Charter 
#3

(yes/no)

West Deer Charter 
#2

(yes/no)

Machine #

Senator in General Assembly
(vote for one)

Representative in the General 
AssemblyRepresentative in Congress

(vote for one)



V5180412

Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No

Agh Co Home Rule 
CharterAmend

(yes/no)

West Deer Charter 
#1

(yes/no)

COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

VOTER SIMULATION PROJECT SCRIPT

(vote for one)
Governor/Lieutenant GovernorUnited States Senator

(vote for one) (vote for one)

West Deer Charter 
#4

(yes/no)

West Deer Charter 
#3

(yes/no)

West Deer Charter 
#2

(yes/no)

Machine #

Senator in General Assembly
(vote for one)

Representative in the General 
AssemblyRepresentative in Congress

(vote for one)

63 1 1 1 1 1 1 1 1 1 1
64 1 1 1 1 1 1 1 1 1 1
65 1 1 1 1 1 1 1 1 1 1
66 1 1 1 1 1 1 1 1 1 1
67 1 1 1 1 1 1 1 1 1 1
68 1 1 1 1 1 1 1 1 1 1
69 1 1 1 1 1 1 1 1 1 1
70 1 1 1 1 1 1 1 1 1 1
71 1 1 1 1 1 1 1 1 1 1
72 1 1 1 1 1 1 1 1 1 1
73 1 1 1 1 1 1 1 1 1 1
74 1 1 1 1 1 1 1 1 1 1
75 1 1 1 1 1 1 1 1 1 1
76 1 1 1 1 1 1 1 1 1 1
77 1 1 1 1 1 1 1 1 1 1
78 1 1 1 1 1 1 1 1 1 1
79 1 1 1 1 1 1 1 1 1 1
80 1 1 1 1 1 1 1 1 1 1
81 1 1 1 1 1 1 1 1 1 1
82 1 1 1 1 1 1 1 1 1 1
83 1 1 1 1 1 1 1 1 1 1
84 1 1 1 1 1 1 1 1 1 1
85 1 1 1 1 1 1 1 1 1 1
86 1 1 1 1 1 1 1 1 1 1
87 1 1 1 1 1 1 1 1 1 1
88 1 1 1 1 1 1 1 1 1 1
89 1 1 1 1 1 1 1 1 1 1
90 1 1 1 1 1 1 1 1 1 1
91 1 1 1 1 1 1 1 1 1 1
92 1 1 1 1 1 1 1 1 1 1
93 1 1 1 1 1 1 1 1 1 1
94 1 1 1 1 1 1 1 1 1 1
95 1 1 1 1 1 1 1 1 1 1
96 1 1 1 1 1 1 1 1 1 1
97 1 1 1 1 1 1 1 1 1 1
98 1 1 1 1 1 1 1 1 1 1
99 1 1 1 1 1 1 1 1 1 1
100 1 1 1 1 1 1 1 1 1 1
101 1 1 1 1 1 1 1 1 1 1
102 1 1 1 1 1 1 1 1 1 1
103 1 1 1 1 1 1 1 1 1 1
104 1 1 1 1 1 1 1 1 1 1
105 1 1 1 1 1 1 1 1 1 1
106 1 1 1 1 1 1 1 1 1 1
107 1 1 1 1 1 1 1 1 1 1
108 1 1 1 1 1 1 1 1 1 1
109 1 1 1 1 1 1 1 1 1 1
110 1 1 1 1 1 1 1 1 1 1
111 1 1 1 1 1 1 1 1 1 1
112 1 1 1 1 1 1 1 1 1 1
113 1 1 1 1 1 1 1 1 1 1
114 1 1 1 1 1 1 1 1 1 1
115 1 1 1 1 1 1 1 1 1 1
116 1 1 1 1 1 1 1 1 1 1
117 1 1 1 1 1 1 1 1 1 1
118 1 1 1 1 1 1 1 1 1 1
119 1 1 1 1 1 1 1 1 1 1
120 1 1 1 1 1 1 1 1 1 1
121 1 1 1 1 1 1 1 1 1 1
122 1 1 1 1 1 1 1 1 1 1
123 1 1 1 1 1 1 1 1 1 1
124 1 1 1 1 1 1 1 1 1 1
125 1 1 1 1 1 1 1 1 1 1
126 1 1 1 1 1 1 1 1 1 1

Subtotal 42 29 19 36 0 55 33 28 10 0 68 58 0 70 56 0 74 52 0 71 55 42 84 81 45 70 56 56 70



V5186364

Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No
1 1 1 1 1 1 1 1 1 1 1
2 1 1 1 1 1 1 1 1 1 1
3 1 1 1 1 1 1 1 1 1 1
4 1 1 1 1 1 1 1 1 1 1
5 1 1 1 1 1 1 1 1 1 1
6 1 1 1 1 1 1 1 1 1 1
7 1 1 1 1 1 1 1 1 1 1
8 1 1 1 1 1 1 1 1 1 1
9 1 1 1 1 1 1 1 1 1 1

10 1 1 1 1 1 1 1 1 1 1
11 1 1 1 1 1 1 1 1 1 1
12 1 1 1 1 1 1 1 1 1 1
13 1 1 1 1 1 1 1 1 1 1
14 1 1 1 1 1 1 1 1 1 1
15 1 1 1 1 1 1 1 1 1 1
16 1 1 1 1 1 1 1 1 1 1
17 1 1 1 1 1 1 1 1 1 1
18 1 1 1 1 1 1 1 1 1 1
19 1 1 1 1 1 1 1 1 1 1
20 1 1 1 1 1 1 1 1 1 1
21 1 1 1 1 1 1 1 1 1 1
22 1 1 1 1 1 1 1 1 1 1
23 1 1 1 1 1 1 1 1 1 1
24 1 1 1 1 1 1 1 1 1 1
25 1 1 1 1 1 1 1 1 1 1
26 1 1 1 1 1 1 1 1 1 1
27 1 1 1 1 1 1 1 1 1 1
28 1 1 1 1 1 1 1 1 1 1
29 1 1 1 1 1 1 1 1 1 1
30 1 1 1 1 1 1 1 1 1 1
31 1 1 1 1 1 1 1 1 1 1
32 1 1 1 1 1 1 1 1 1 1
33 1 1 1 1 1 1 1 1 1 1
34 1 1 1 1 1 1 1 1 1 1
35 1 1 1 1 1 1 1 1 1 1
36 1 1 1 1 1 1 1 1 1 1
37 1 1 1 1 1 1 1 1 1 1
38 1 1 1 1 1 1 1 1 1 1
39 1 1 1 1 1 1 1 1 1 1
40 1 1 1 1 1 1 1 1 1 1
41 1 1 1 1 1 1 1 1 1 1
42 1 1 1 1 1 1 1 1 1 1
43 1 1 1 1 1 1 1 1 1 1
44 1 1 1 1 1 1 1 1 1 1
45 1 1 1 1 1 1 1 1 1 1
46 1 1 1 1 1 1 1 1 1 1
47 1 1 1 1 1 1 1 1 1 1
48 1 1 1 1 1 1 1 1 1 1
49 1 1 1 1 1 1 1 1 1 1
50 1 1 1 1 1 1 1 1 1 1
51 1 1 1 1 1 1 1 1 1 1
52 1 1 1 1 1 1 1 1 1 1
53 1 1 1 1 1 1 1 1 1 1
54 1 1 1 1 1 1 1 1 1 1
55 1 1 1 1 1 1 1 1 1 1
56 1 1 1 1 1 1 1 1 1 1
57 1 1 1 1 1 1 1 1 1 1
58 1 1 1 1 1 1 1 1 1 1
59 1 1 1 1 1 1 1 1 1 1
60 1 1 1 1 1 1 1 1 1 1
61 1 1 1 1 1 1 1 1 1 1
62 1 1 1 1 1 1 1 1 1 1

West Deer Charter 
#3

Machine # COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

VOTER SIMULATION PROJECT SCRIPT

United States Senator Governor/Lieutenant Governor Representative in Congress
(yes/no)

West Deer Charter 
#4

(vote for one) (vote for one) (vote for one) (vote for one) (vote for one) (yes/no) (yes/no) (yes/no) (yes/no)
Senator in General Assembly

Representative in the General 
Assembly

Agh Co Home Rule 
CharterAmend

West Deer Charter 
#1

West Deer Charter 
#2



V5186364

Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No

West Deer Charter 
#3

Machine # COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

VOTER SIMULATION PROJECT SCRIPT

United States Senator Governor/Lieutenant Governor Representative in Congress
(yes/no)

West Deer Charter 
#4

(vote for one) (vote for one) (vote for one) (vote for one) (vote for one) (yes/no) (yes/no) (yes/no) (yes/no)
Senator in General Assembly

Representative in the General 
Assembly

Agh Co Home Rule 
CharterAmend

West Deer Charter 
#1

West Deer Charter 
#2

63 1 1 1 1 1 1 1 1 1 1
64 1 1 1 1 1 1 1 1 1 1
65 1 1 1 1 1 1 1 1 1 1
66 1 1 1 1 1 1 1 1 1 1
67 1 1 1 1 1 1 1 1 1 1
68 1 1 1 1 1 1 1 1 1 1
69 1 1 1 1 1 1 1 1 1 1
70 1 1 1 1 1 1 1 1 1 1
71 1 1 1 1 1 1 1 1 1 1
72 1 1 1 1 1 1 1 1 1 1
73 1 1 1 1 1 1 1 1 1 1
74 1 1 1 1 1 1 1 1 1 1
75 1 1 1 1 1 1 1 1 1 1
76 1 1 1 1 1 1 1 1 1 1
77 1 1 1 1 1 1 1 1 1 1
78 1 1 1 1 1 1 1 1 1 1
79 1 1 1 1 1 1 1 1 1 1
80 1 1 1 1 1 1 1 1 1 1
81 1 1 1 1 1 1 1 1 1 1
82 1 1 1 1 1 1 1 1 1 1
83 1 1 1 1 1 1 1 1 1 1
84 1 1 1 1 1 1 1 1 1 1
85 1 1 1 1 1 1 1 1 1 1
86 1 1 1 1 1 1 1 1 1 1
87 1 1 1 1 1 1 1 1 1 1
88 1 1 1 1 1 1 1 1 1 1
89 1 1 1 1 1 1 1 1 1 1
90 1 1 1 1 1 1 1 1 1 1
91 1 1 1 1 1 1 1 1 1 1
92 1 1 1 1 1 1 1 1 1 1
93 1 1 1 1 1 1 1 1 1 1
94 1 1 1 1 1 1 1 1 1 1
95 1 1 1 1 1 1 1 1 1 1
96 1 1 1 1 1 1 1 1 1 1
97 1 1 1 1 1 1 1 1 1 1
98 1 1 1 1 1 1 1 1 1 1
99 1 1 1 1 1 1 1 1 1 1
100 1 1 1 1 1 1 1 1 1 1
101 1 1 1 1 1 1 1 1 1 1
102 1 1 1 1 1 1 1 1 1 1
103 1 1 1 1 1 1 1 1 1 1
104 1 1 1 1 1 1 1 1 1 1
105 1 1 1 1 1 1 1 1 1 1
106 1 1 1 1 1 1 1 1 1 1
107 1 1 1 1 1 1 1 1 1 1
108 1 1 1 1 1 1 1 1 1 1
109 1 1 1 1 1 1 1 1 1 1
110 1 1 1 1 1 1 1 1 1 1
111 1 1 1 1 1 1 1 1 1 1
112 1 1 1 1 1 1 1 1 1 1
113 1 1 1 1 1 1 1 1 1 1
114 1 1 1 1 1 1 1 1 1 1

Subtotal 52 20 9 33 0 46 29 19 20 0 58 56 0 58 56 0 69 45 0 61 53 58 56 73 41 60 54 36 78



V5181119

Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No
1 1 1 1 1 1 1 1 1 1 1
2 1 1 1 1 1 1 1 1 1 1
3 1 1 1 1 1 1 1 1 1 1
4 1 1 1 1 1 1 1 1 1 1
5 1 1 1 1 1 1 1 1 1 1
6 1 1 1 1 1 1 1 1 1 1
7 1 1 1 1 1 1 1 1 1 1
8 1 1 1 1 1 1 1 1 1 1
9 1 1 1 1 1 1 1 1 1 1

10 1 1 1 1 1 1 1 1 1 1
11 1 1 1 1 1 1 1 1 1 1
12 1 1 1 1 1 1 1 1 1 1
13 1 1 1 1 1 1 1 1 1 1
14 1 1 1 1 1 1 1 1 1 1
15 1 1 1 1 1 1 1 1 1 1
16 1 1 1 1 1 1 1 1 1 1
17 1 1 1 1 1 1 1 1 1 1
18 1 1 1 1 1 1 1 1 1 1
19 1 1 1 1 1 1 1 1 1 1
20 1 1 1 1 1 1 1 1 1 1
21 1 1 1 1 1 1 1 1 1 1
22 1 1 1 1 1 1 1 1 1 1
23 1 1 1 1 1 1 1 1 1 1
24 1 1 1 1 1 1 1 1 1 1
25 1 1 1 1 1 1 1 1 1 1
26 1 1 1 1 1 1 1 1 1 1
27 1 1 1 1 1 1 1 1 1 1
28 1 1 1 1 1 1 1 1 1 1
29 1 1 1 1 1 1 1 1 1 1
30 1 1 1 1 1 1 1 1 1 1
31 1 1 1 1 1 1 1 1 1 1
32 1 1 1 1 1 1 1 1 1 1
33 1 1 1 1 1 1 1 1 1 1
34 1 1 1 1 1 1 1 1 1 1
35 1 1 1 1 1 1 1 1 1 1
36 1 1 1 1 1 1 1 1 1 1
37 1 1 1 1 1 1 1 1 1 1
38 1 1 1 1 1 1 1 1 1 1
39 1 1 1 1 1 1 1 1 1 1
40 1 1 1 1 1 1 1 1 1 1
41 1 1 1 1 1 1 1 1 1 1
42 1 1 1 1 1 1 1 1 1 1
43 1 1 1 1 1 1 1 1 1 1
44 1 1 1 1 1 1 1 1 1 1
45 1 1 1 1 1 1 1 1 1 1
46 1 1 1 1 1 1 1 1 1 1
47 1 1 1 1 1 1 1 1 1 1
48 1 1 1 1 1 1 1 1 1 1
49 1 1 1 1 1 1 1 1 1 1
50 1 1 1 1 1 1 1 1 1 1
51 1 1 1 1 1 1 1 1 1 1
52 1 1 1 1 1 1 1 1 1 1
53 1 1 1 1 1 1 1 1 1 1
54 1 1 1 1 1 1 1 1 1 1
55 1 1 1 1 1 1 1 1 1 1
56 1 1 1 1 1 1 1 1 1 1
57 1 1 1 1 1 1 1 1 1 1
58 1 1 1 1 1 1 1 1 1 1
59 1 1 1 1 1 1 1 1 1 1
60 1 1 1 1 1 1 1 1 1 1
61 1 1 1 1 1 1 1 1 1 1
62 1 1 1 1 1 1 1 1 1 1
63 1 1 1 1 1 1 1 1 1 1
64 1 1 1 1 1 1 1 1 1 1
65 1 1 1 1 1 1 1 1 1 1
66 1 1 1 1 1 1 1 1 1 1
67 1 1 1 1 1 1 1 1 1 1
68 1 1 1 1 1 1 1 1 1 1
69 1 1 1 1 1 1 1 1 1 1
70 1 1 1 1 1 1 1 1 1 1
71 1 1 1 1 1 1 1 1 1 1

West Deer Charter 
#3

Machine # COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

VOTER SIMULATION PROJECT SCRIPT

United States Senator Governor/Lieutenant Governor Representative in Congress
(yes/no)

West Deer Charter 
#4

(vote for one) (vote for one) (vote for one) (vote for one) (vote for one) (yes/no) (yes/no) (yes/no) (yes/no)
Senator in General Assembly

Representative in the General 
Assembly

Agh Co Home Rule 
CharterAmend

West Deer Charter 
#1

West Deer Charter 
#2



V5181119

Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No

West Deer Charter 
#3

Machine # COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

VOTER SIMULATION PROJECT SCRIPT

United States Senator Governor/Lieutenant Governor Representative in Congress
(yes/no)

West Deer Charter 
#4

(vote for one) (vote for one) (vote for one) (vote for one) (vote for one) (yes/no) (yes/no) (yes/no) (yes/no)
Senator in General Assembly

Representative in the General 
Assembly

Agh Co Home Rule 
CharterAmend

West Deer Charter 
#1

West Deer Charter 
#2

72 1 1 1 1 1 1 1 1 1 1
73

Subtotal 36 14 3 19 0 31 11 10 20 0 37 35 0 35 37 0 43 29 0 39 33 23 49 45 27 22 50 22 50



V5173241

Public Count # Casey Barletta Gale Kerns Write-In Wolf/Fetterman Wagner/Bartos Glover/Bowser-Bostick Krawchuk/Smith Write-In Lamb Rothfus Write-in Williams Shaffer Write-In McCabe Brooks Write-in Yes No Yes No Yes No Yes No Yes No
1 1 1 1 1 1 1 1 1 1 1
2 1 1 1 1 1 1 1 1 1 1
3 1 1 1 1 1 1 1 1 1 1
4 1 1 1 1 1 1 1 1 1 1
5 1 1 1 1 1 1 1 1 1 1
6 1 1 1 1 1 1 1 1 1 1
7 1 1 1 1 1 1 1 1 1 1
8 1 1 1 1 1 1 1 1 1 1
9 1 1 1 1 1 1 1 1 1 1

10 1 1 1 1 1 1 1 1 1 1
11 1 1 1 1 1 1 1 1 1 1
12 1 1 1 1 1 1 1 1 1 1
13 1 1 1 1 1 1 1 1 1 1
14 1 1 1 1 1 1 1 1 1 1
15 1 1 1 1 1 1 1 1 1 1
16 1 1 1 1 1 1 1 1 1 1
17 1 1 1 1 1 1 1 1 1 1
18 1 1 1 1 1 1 1 1 1 1
19 1 1 1 1 1 1 1 1 1 1
20 1 1 1 1 1 1 1 1 1 1
21 1 1 1 1 1 1 1 1 1 1
22 1 1 1 1 1 1 1 1 1 1
23 1 1 1 1 1 1 1 1 1 1
24 1 1 1 1 1 1 1 1 1 1
25 1 1 1 1 1 1 1 1 1 1
26 1 1 1 1 1 1 1 1 1 1
27 1 1 1 1 1 1 1 1 1 1
28 1 1 1 1 1 1 1 1 1 1
29 1 1 1 1 1 1 1 1 1 1
30 1 1 1 1 1 1 1 1 1 1
31 1 1 1 1 1 1 1 1 1 1
32 1 1 1 1 1 1 1 1 1 1
33 1 1 1 1 1 1 1 1 1 1
34 1 1 1 1 1 1 1 1 1 1
35 1 1 1 1 1 1 1 1 1 1
36 1 1 1 1 1 1 1 1 1 1
37 1 1 1 1 1 1 1 1 1 1
38 1 1 1 1 1 1 1 1 1 1
39 1 1 1 1 1 1 1 1 1 1
40 1 1 1 1 1 1 1 1 1 1
41 1 1 1 1 1 1 1 1 1 1
42 1 1 1 1 1 1 1 1 1 1
43 1 1 1 1 1 1 1 1 1 1
44 1 1 1 1 1 1 1 1 1 1
45 1 1 1 1 1 1 1 1 1 1
46 1 1 1 1 1 1 1 1 1 1

Subtotal 17 10 5 14 0 17 9 8 12 0 21 25 0 19 27 0 27 19 0 24 22 17 29 30 16 17 29 15 31

West Deer Charter 
#3

Machine # COUNTY OF ALLEGHENY, COMMONWEALTH OF PENNSYLVANIA
ELECTION, TUESDAY, NOVEMBER 6, 2018

VOTER SIMULATION PROJECT SCRIPT

United States Senator Governor/Lieutenant Governor Representative in Congress
(yes/no)

West Deer Charter 
#4

(vote for one) (vote for one) (vote for one) (vote for one) (vote for one) (yes/no) (yes/no) (yes/no) (yes/no)
Senator in General Assembly

Representative in the General 
Assembly

Agh Co Home Rule 
CharterAmend

West Deer Charter 
#1

West Deer Charter 
#2
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EL30
PRECINCT REPORT
RUN DATE:12/10/18
RUN TIME:08:57 AM

1236 WEST DEER DIST 5
VOTES PERCENT

REGISTERED VOTERS TOTAL . . . . . . 851
BALLOTS CAST TOTAL. . . . . . . . 359
VOTER TURNOUT TOTAL . . . . . . . 42.19

Straight Party Option
Vote for 1
Democratic (Dem) . . . . . . . . . 0
Republican (Rep) . . . . . . . . . 0
Green (Grn). . . . . . . . . . . 0
Libertarian (Lib). . . . . . . . . 0

United States Senator
Vote for 1
Bob Casey, Jr. (Dem). . . . . . . . 147 41.06
Lou Barletta (Rep) . . . . . . . . 73 20.39
Neal Gale (Grn) . . . . . . . . . 36 10.06
Dale R. Kerns, Jr. (Lib) . . . . . . 102 28.49
WRITE IN. . . . . . . . . . . . 0

Governor/Lieutenant Governor
Vote for 1
Tom Wolf (Dem). . . . . . . . . . 149 41.62
Scott R. Wagner (Rep) . . . . . . . 82 22.91
Paul Glover (Grn). . . . . . . . . 65 18.16
Ken V. Krawchuk (Lib) . . . . . . . 62 17.32
WRITE IN. . . . . . . . . . . . 0

Representative in Congress 17TH DISTRICT
Vote for 1
Conor Lamb (Dem) . . . . . . . . . 184 51.40
Keith Rothfus (Rep) . . . . . . . . 174 48.60
WRITE IN. . . . . . . . . . . . 0

Senator in the General Assembly 38TH DISTRICT
Vote for 1
Lindsey Williams (Dem) . . . . . . . 182 50.84
Jeremy Shaffer (Rep). . . . . . . . 176 49.16

Page 1
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EL30
WRITE IN. . . . . . . . . . . . 0

Representative in the General Assembly 54TH DISTRICT
Vote for 1
Jon McCabe (Dem) . . . . . . . . . 213 59.50
Bob Brooks (Rep) . . . . . . . . . 145 40.50
WRITE IN. . . . . . . . . . . . 0

Allegheny County Home Rule Charter Amend
Vote for 1
Yes . . . . . . . . . . . . . 195 54.47
No. . . . . . . . . . . . . . 163 45.53

West Deer Home Rule Charter Amend #1
Vote for 1
Yes . . . . . . . . . . . . . 140 39.11
No. . . . . . . . . . . . . . 218 60.89

West Deer Home Rule Charter Amend #2
Vote for 1
Yes . . . . . . . . . . . . . 229 63.97
No. . . . . . . . . . . . . . 129 36.03

West Deer Home Rule Charter Amend #3
Vote for 1
Yes . . . . . . . . . . . . . 169 47.21
No. . . . . . . . . . . . . . 189 52.79

West Deer Home Rule Charter Amend #4
Vote for 1
Yes . . . . . . . . . . . . . 129 36.03
No. . . . . . . . . . . . . . 229 63.97
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EL30A
PREC REPORT‐GROUP DETAIL
RUN DATE:12/10/18 09:24 AM

1236 WEST DEER DIST 5
                                        TOTAL VOTES     %        5173241       5181119       5180412       5186364      Military
 REGISTERED VOTERS ‐ TOTAL .  .  .  .  .  .     851
 BALLOTS CAST ‐ TOTAL.  .  .  .  .  .  .  .     359                    46            73           126           114             0
 VOTER TURNOUT ‐ TOTAL  .  .  .  .  .  .  .            42.19

Straight Party Option
Vote for  1
 Democratic (Dem) .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0
 Republican (Rep) .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0
 Green (Grn).  .  .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0
 Libertarian (Lib).  .  .  .  .  .  .  .  .       0                     0             0             0             0             0

United States Senator
Vote for  1
 Bob Casey, Jr. (Dem).  .  .  .  .  .  .  .     147    41.06           17            36            42            52             0
 Lou Barletta (Rep)  .  .  .  .  .  .  .  .      73    20.39           10            14            29            20             0
 Neal Gale (Grn)  .  .  .  .  .  .  .  .  .      36    10.06            5             3            19             9             0
 Dale R. Kerns, Jr. (Lib)  .  .  .  .  .  .     102    28.49           14            19            36            33             0
 WRITE‐IN.  .  .  .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0

Governor/Lieutenant Governor
Vote for  1
 Tom Wolf (Dem).  .  .  .  .  .  .  .  .  .     149    41.62           17            31            55            46             0
 Scott R. Wagner (Rep)  .  .  .  .  .  .  .      82    22.91            9            11            33            29             0
 Paul Glover (Grn).  .  .  .  .  .  .  .  .      65    18.16            8            10            28            19             0
 Ken V. Krawchuk (Lib)  .  .  .  .  .  .  .      62    17.32           12            20            10            20             0
 WRITE‐IN.  .  .  .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0

Representative in Congress 17TH DISTRICT
Vote for  1
 Conor Lamb (Dem) .  .  .  .  .  .  .  .  .     184    51.40           21            37            68            58             0
 Keith Rothfus (Rep) .  .  .  .  .  .  .  .     174    48.60           25            35            58            56             0
 WRITE‐IN.  .  .  .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0

Senator in the General Assembly 38TH DISTRICT
Vote for  1
 Lindsey Williams (Dem) .  .  .  .  .  .  .     182    50.84           19            35            70            58             0
 Jeremy Shaffer (Rep).  .  .  .  .  .  .  .     176    49.16           27            37            56            56             0
 WRITE‐IN.  .  .  .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0
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EL30A

Representative in the General Assembly 54TH DISTRICT
Vote for  1
 Jon McCabe (Dem) .  .  .  .  .  .  .  .  .     213    59.50           27            43            74            69             0
 Bob Brooks (Rep) .  .  .  .  .  .  .  .  .     145    40.50           19            29            52            45             0
 WRITE‐IN.  .  .  .  .  .  .  .  .  .  .  .       0                     0             0             0             0             0

Allegheny County Home Rule Charter Amend
Vote for  1
 Yes  .  .  .  .  .  .  .  .  .  .  .  .  .     195    54.47           24            39            71            61             0
 No.  .  .  .  .  .  .  .  .  .  .  .  .  .     163    45.53           22            33            55            53             0

West Deer Home Rule Charter Amend #1
Vote for  1
 Yes  .  .  .  .  .  .  .  .  .  .  .  .  .     140    39.11           17            23            42            58             0
 No.  .  .  .  .  .  .  .  .  .  .  .  .  .     218    60.89           29            49            84            56             0

West Deer Home Rule Charter Amend #2
Vote for  1
 Yes  .  .  .  .  .  .  .  .  .  .  .  .  .     229    63.97           30            45            81            73             0
 No.  .  .  .  .  .  .  .  .  .  .  .  .  .     129    36.03           16            27            45            41             0

West Deer Home Rule Charter Amend #3
Vote for  1
 Yes  .  .  .  .  .  .  .  .  .  .  .  .  .     169    47.21           17            22            70            60             0
 No.  .  .  .  .  .  .  .  .  .  .  .  .  .     189    52.79           29            50            56            54             0

West Deer Home Rule Charter Amend #4
Vote for  1
 Yes  .  .  .  .  .  .  .  .  .  .  .  .  .     129    36.03           15            22            56            36             0
 No.  .  .  .  .  .  .  .  .  .  .  .  .  .     229    63.97           31            50            70            78             0
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Municipality Muni Ward District Total Registered
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BALLOT MUNICIPALITY MUNI WARD DISTRICT TOTAL REGISTERED RANDOM SAMPLE
1236 WEST DEER 219 0 5 839 1236
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